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Palestinian Students at The Hebrew University

Eelco Driessen
The Netherlands

n Monday 25 November,
the Ha' aretz English Edi-
tion included a report en-

titled, ‘Arab Students Live in Dan-
ger, Trapped between Terroristsand
Racists', which dealt with the bru-
tal assault on 19-year-old Mudir
Mura, afirst-year pharmacol ogy stu-
dent at the Hebrew University. Mura
was kicked, chased and finally
stabbed twice in the back by a
number of youths, apparently for
reasons of aracist nature.

Three days after the attack,
aong with another foreigner, | vis-
ited the Hebrew University in order
to discuss the attack with a number
of Mura'sfellow Arab students. We
spoke first with two male Arab stu-
dents who were standing with their
friends in front of the university
waiting for ataxi to take them home.
Aged 19 and 20, oneis studying ac-
countancy and the other economics.
Although one did most of the talk-
ing, in all cases, his friend agreed
with what he said.

How did the Arab studentsat the
university react to the attack on
Mura?

Theoverdl level of fear anongst
us has increased, even though this
wasn't an isolated incident; on the
contrary, things like this happen on
anamost daily basis. We understand
though that we shouldn’t ook at all
Jews the same way. Put simply,
some are good, and others are bad.

Doyou consider your selves Pales-
tinian or |sraeli?

It's not about identity; we sim-
ply want to learn. Having said that,
of course, we arefirst and foremost
Palestinian, even though we have
many Jewish friends. Arab and Jew-
ish studentstake classestogether, eat
together, and sometimes hang out to-
gether, though most of thetimethey
tend to do things within their own
groups. Outside the university cam-
pus, it's a different matter. The Is-
reglis stare at us al the time - on
buses, in the streets, wherever - and
| believe that they are really afraid
of us, but we're also afraid of them.

Do you have any problems with
the teaching or administrative
staff at the university?

Yes. There'san English teacher,
for example, who screams at the
Arab studentswhen they'relate, and
if there's any kind of disturbance
during theclassitsdlf, it'salwaysthe

Arab students who are blamed.

Are you able to discuss palitics
with Jewish students?

Of course, but we have to watch
what we're saying. Even a simple
question like “How are you doing?’
can sometimestrigger suspicion. The
fear of retaliation is real and is a-
ways there.

What it is like to be an Arab
studying at an | sra€li university?

Obviously, we'd rather study at
a Palestinian university like Birzeit
and study in Arabic.

How do you see your futures?

Itisdifficult for any graduate to
find work in some of the fields in
which the university offers degree
courses. The problem, however, is
even worse as far as the Arab stu-
dents wishing to work in Israel are
concerned. We refuse, however, to
consider leaving the country. Why?
Because thisis Palestinian land and
we have the right to work and live
here.

Thetaxi appears and we have to
say goodbye. On our way to the
dorms, we are obliged to identify
ourselvesin front of the security per-
sonnel at the gate of the campus. As
our backpacks are being checked, a
guard noticesthelook of amazement
that appears on our faces upon our
being asked if we are carrying weap-
ons and, with a smile of his face,
says, “Don’t worry, it's a perfectly
normal question around here”.

Onceinside the dorms, we meet
three 20-year-old female Arab stu-
dents, one of whom is Muslim and
the other two Christian. All threein-
sist that we neither use their names
nor mention the subjects they are

studying. Again, athough one girl
tended to do most of the talking, it
wasclear that her friends agreed with
everything she said.

Do you feel safewalking down the
street following the assault on the
Arab student?

I’'m really not comfortable an-
swering questions like these in the
corridor where everyone can hear
and see us. There’'sno difference be-
tween here and the strest; everyone
iswatching usand we are constantly
aware of their stares. All of our
friends and family advise usto take
care when we speak and tell us, for
example, to speak only Hebrew in
the street. Personally, | don’t liketo
walk alone and prefer to be part of a
group, which feels much safer. The
problem is that we usually speak
Arabic, which means that each time
a Jew approaches us, we find our-
selves lowering our voices so as to
avoid any trouble. As for traveling
by bus, it's a nightmare because the
Jews are so scared that we might be
carrying abomb that they keep star-
ing at us the whole time.

At this point, one of the Chris-
tian girls mentioned that she always
hidesthe cross she wears around her
neck when walking in Jewish areas
because “it makes me feel safer”.

Do you consider your selvesArabs
or Israelis?

(Muslim girl): I am proud of my
religion and empowered by it and |
likethefact that | look like an Arab,
especially in front of the police and
military. | know where | come from
and take pride in my roots.

(Christian girl 1): The problem
isn’'t the language but the atmos-

phere. The Arabs tend to stick to-
gether at the university and to avoid
mixing with the Jewish students.

(Christian girl 2): | don't feel |
belong here. We call ourselves Pal-
estiniansinlsrael. Wedon't deny the
right of Israel to exist, but on the
other hand, we believe that the Pal-
estinians should have a state of their
own.

Doyou haveany problemswith the
university administration?

Yes, especially when it comesto
the exams. We're only given two
chances when it comes to passing a
test or exam, whereas Jewish stu-
dents are often given athird chance.
Then there’s the library; if we're
caught talking, we're told off in a
very impolite way, which differs a
great deal from the way in which
Jewish students are reprimanded.
Another problem is the fact that we
areignored by certain teachers, and
then, of course, there’s the policy of
theuniversity according to which no
more than 21 percent of the students
can be of Arab origin; it's the same
percentage, by the way, attributed to
the Arab population in Isral.

As for other problems, they in-
cludethefact that Jewish students get
priority when it comesto the distrib-
uting of accommodation in the
dorms as well as the granting of
scholarships. In one instance, for
example, the marks of an exception-
ally clever Arab student were
changed because the university
wanted to give the scholarship that
should have been histo a Jewish stu-
dent.

Do you fedl free to participate in
political activities?

Look, we're not afraid, if that's
what you're asking, and there are
even political groupsfor Arabsat the
university. Thetroubleis, wecan't
demonstrate without permission
from the university administration
and if wedo attend ademonstration,
we run the risk of having our pic-
tures taken and the pictures finding
their way into our individual pro-
files, which would most likely af-
fect our careers once we complete
our studies; wewouldn't, for exam-
ple, be able to work as civil serv-
ants. Of coursg, it's even worse if
you have a police profile some-
where, inwhich case, youcan't even
graduate.

Generally speaking, how do the
Jewish studentstreat you?

They try to make us feel as if
thisisn't our country. Muslims are
taught to respect the Jews but when
they seethemkilling Palestinianson
television, it's no wonder that they
no longer believe that living with
themispossible. | say to myself of-
ten when | see a Jewish student
wandering around the campus in
uniform, “I wonder if he's ever
killed a Palestinian”. Contrary to
what the Jews would have you be-
lieve, it doesn’t make me happy
when a Jew is killed; after al, the
Jewsare human beings, just like us.

Do you havethefeeling that Jews
differentiate between Muslims
and Christians?

In some ways. Many of them,
for example, equate Islam with ter-
ror. As far as we're concerned,
there's no difference; we're all Ar-
abs.

What do you think about the sui-
cide bomber s?

| don't think that what they do
isright, but | can understand why a
young Palestinian whose brother
was killed by Israeli soldiers or
whose sister was imprisoned could
consider the possibility of becom-
ing one. | blame the Jews for the
situation nowadays. They have to
get out of the occupied territories.

Do you believe that Arafat is a
good leader ?

What can Arafat do, especially
when he's constantly being sur-
rounded? Arafat deserves more re-
spect, not only on the part of the
Jews, but also internationally.

How do you seeyour personal fu-
tures?

One thing is certain. We don't
want to work for an institution with
a Jewish boss.
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The struggle against torture continues

PCATI: Dozens of Palestinians per month are still being exposed to torture

Jorrit Bosma
The Netherlands

Hannah Friedman is Executive Di-
rector of the Public Committee
against Torture in Israel (PCATI).
In addition to providing lega aid
and counseling to victims of torture
in Israel and Palestine, PCATI
documentsevery single case of tor-
ture that comes to its attention in
reports including, amongst other
things, testimonies of the victims.
It also lobbies the Knesset and at-
tempts to influence public opinion
in order to bring about an end to tor-
ture.

At the beginning of my recent
interview with Friedman - who was
clearly very busy, judging by the
numerous messages on her desk -
shementioned that since the begin-
ning of the Intifada, her work and
that of her organization hasbecome
both increasingly important and in-
creasingly difficult. Many people,
she said, regard PCATI as an ex-
treme organization.

“We providelsragliswith amir-

ror,” said Friedman, “ and, quite natu-
rally, people don’t like it when they
see the bad in them. They say we
defend murderers. It's not that we
agree with any crime; we just see a
contradiction between the demo-
cratic valuesof the State of Israel and
torture and ill-treatment during in-
terrogations.”

Following every PCATI report or
press release, it isnormal for Fried-
man to receive angry reactions. One
psychiatrist from the USA told her,
for example, that she “clearly had
mental problems’” and “must have
had adifficult childhood” ; on another
occasion, upon attending aparty with
friends Friedman noticed two peo-
ple leave the room as soon as she
entered in ashow of contempt. Even
people with whom Friedman inter-
acts on a daily basis sometimes re-
act negatively to her work, especially
since she said in an interview with
an Israeli newspaper that she would
giveseriousconsiderationtotheidea
of taking cases to the International
Tribunal in the Hague if Israel re-
fused to investigate them.

Hannah Friedman

In spite of everything, Friedman
is clearly extremely proud of her
work. PCATI’sbiggest breakthrough
to date is most probably the High
Court of Justice ruling of 1999 in
which the court prohibited the use of
torture during interrogation. It was
an important victory for PCATI,
though torture continues. For in-
stance, sleep deprivation and shack-
ling arestill alowed if they servethe
interrogation. “What the Shabak

(General Security Service) does is
ask somebody his name every ten
minutes in order to keep him awake
and ‘help the investigation’,” said
Friedman, before adding that the
right of a detainee to see an attorney
isoftenignored. “1n some cases, de-
tainees don’t see a lawyer for three
months,” she explained. “What this
means, isthat by thetimethe victim
gets to see his lawyer, the wounds
caused by torturewill most probably
have healed. In many cases one of
our lawyers will try and visit a de-
tainee only to betold that he already
has alawyer”.

To date, only one member of the
Shabak has been convicted; thiswas
in 1989 following the death of ade-
tainee resulting from a kick in his
spleen. Although two young officers
took the blame and were sentenced
to six monthsin prison, the case has
since been reopened due to the fact
that four other officers are now
thought to also have been involved.

Said Friedman, “All the other 19
known cases of death because of tor-
ture in the period 1987-1996 were

ignored. The post-mortem reports
state that death was due to a snake
or scorpion hite or else a heart at-
tack, which of course, is very un-
likely, to say the least. We have in-
dependent pathol ogists come from
abroad to give asecond opinion and
they usually find that the cause of
deathistorture, but Israel prefersto
use its own reports’.

Worthy of mention is the fact
that according to PCATI estimates,
dozens of Palestinians per month
are still being exposed to torture.

Friedman mentioned at this
point that one of her greatest hopes
is that Palestinian youngsters will
start to contact their |sraeli peersand
various human rights organizations,
both here and abroad.

“So many horrible things hap-
pen,” said Friedman, “that people
sometimes tend to forget there are
good people on the other side. We
need a dialogue so that eventually,
both Palestinians and Israglis will
have a state of their own and see
their rights acknowledged and re-
spected.”
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The bell ringer of Bethlehem

Tamara Sous
Palestine

s far as the weather was
concerned, it was a typi-
cal spring day, but this

year, the spring had brought with it
a most unwelcome surprise. For
over a month Israeli vehicles had
been killing the former tranquility
of Bethlehem and the center of this
tiny Palestinian town, the Church
of the Nativity and its immediate
surrounds, was now littered with
cold, lifeless bodies.

It was hard to absorb what had
happened to the church, a place
once recognized the world over as
the ultimate place of peace and our
minds were full of thoughts con-
cerning the people inside, both liv-
ing and dead. Oh how beautiful the
church is, and how sad that she
should have to witness such trag-
edy.
Although the Christians of Pal-
estine believein the power than de-
fends them, still their hearts con-
tinue to bleed. My own heart bled
even morewhen | woke up that fate-
ful Sunday morning to the sound
of ... nothing. Wherewerethe bells
that had greeted me every Sunday
sincetheday | was born? Thiswas
the thought that preoccupied meas
| tried to recover from a sleepless
night during which the sound of
shelling had pounded at my head
without mercy.

Slowly, the memories of the
previous night and my fearsfor the
fate of the bells succeeded in trans-
forming me into a raging volcano
and, for the first time in my life,
feelings | was not familiar within-
vaded my soul; feelings of hate. |
hated the fact that man had become
so cruel, but morethan that, | hated
those who had resorted to such cru-
elty. Last but certainly not least, |
hated the fact that finally, after all
my effortsto refrain from doing so,
| had learned to hate. | sat and cried,
and as | cried, it was asif al the
pain of those who had been injured
had infiltrated my body and sub-
jected it to the type of torture that
no human being is capable of bear-
ing without resorting to crying out
inpain.

After what seemed like hours, |
went to my mother and asked her
about the bells, at which point she
turned away in an obvious bid to
hide the sadness in her heart. She
realized, however, that eventually |
would discover the truth and in the
quietest of voices, shetold methat

the man responsible for ringing the
bells had been martyred.
Suddenly, it was as if even
breathing was atask for which | was
not prepared, especially when | re-
membered theface of the bell ringer,
a face that was so typically Pales-
tinian, a face whose two dark eyes
would sometimes remind me of a
proud but exhausted fighter and at
others, of an innocent child. This
was aman who had devoted hislife
to the town of Bethlehem and to its
church. Thiswasaman who not only
lived in Bethlehem, but who repre-
sented everything that Bethlehem
stands for and until the day | die, |
will continue to mourn not only for
him, but also for thelossof his*mu-

sic’, music that only hewas capable
of producing as his weary hands
pulled on the bells that even as |
write, | can see from my bedroom
window. Thiswasamanwho would
alwaysinsist that the‘ voice' of Beth-
|ehem wasthe sound of the bellsand
the sound of the muezzin, both of
which were equally as beautiful, a
man whose love for Bethlehem was
surpassed only by his love for God.

I will never know if the bell
ringer ever read Victor Hugo's‘ The
Hunchback of Notre Dame'. If he
did, then I’'m sure that he, too, no-
ticed that he had one very important
thing in common with the hero of
Hugo's novel, namely, the greatest
respect and lovefor thecity inwhich

he lived, not to mention a cause
worth fighting for to the end.

| wasto learn later on that when
thebulletsfirst began to hit the bells,
the bell ringer had rushed to protect
them with tears flowing down his
cheeks. Only moments later, death
cameto take him shrouded in akhaki
robe; the uniform of an Israeli sol-
dier whose gun had sought out with
easeitsdefenselesstarget. Bang. The
bulletsentered the bell ringer’s body,
whilst others struck the bells. Then
came silence.

| wonder, how does that soldier
feel knowing that he did not shoot a
terrorist, nor even apotential terror-
ist, but an innocent man who with-
out a moment’s thought had rushed

to defend the love of his life, the
bells of the Church of the Nativ-
ity?
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Short Stories for Long Moments of Peace

A number of Palestinian youth are participating in a worldwide short story competition called ‘Short Stories for Long Moments of Peace’, which is being sponsored by the Weltfriendensdienst
organization in Germany. The competition was aimed at young people aged between 16 and 22 living in Namibia, South Africa, Zimbabwe, Palestine, Israel, Germany and the
Netherlands. The participants were asked to write a short story based on a personal situation in which they found themselves frightened and/or confronted with violence and at the same
time, to mention their ideas concerning non-violent solutions to the problems they face as well as general ideas relating to peace. Only three articles will be selected from each county
and the winning articles will then be published in a book.
More than 20 contributions were sent from Palestine. Two days ago, we were informed that Mahmoud Ansari, Lina Musleh and Eiman Sharabati had made it to the final list of winners
and would be invited to participate this summer in the International Youth Conference in Berlin. We, at The Youth Times, congratulate the winners and take great pleasure in running

their contributions for all to read.

Please note that in the coming issues of TYT, we intend to run the winning contributions of all the other countries.

The First Time

Mahmoud Ansari
Freres school/ Jerusalem

| stepped down from the car,
crossed the street, and walked toward
our house, trying asbest | couldtoig-
nore the soldiers who had settled be-
side the pizzeria and were stopping
peopleto check their IDs. As| passed
the pizzeriaitself, | breathed asigh of
relief and gave myself an imaginary
pat on the back for having succeeded
in avoiding being stopped.

Unfortunately, however, my self-
congratulations came too soon and
suddenly, when | was a few meters
into what | considered the * safe’ zone
and had returned to what for meisthe
familiar world of daydreaming, | head
asoldier shout...At first, | thought he
was shouting at someone el se but then
| redlized that it wasme - me! - whose
attention he was demanding, espe-
cialy when he pointed hisriflein my
direction and fired a bullet at the
ground between my legs! All at once,
my legs, no longer capabl e of support-
ing my body due to the blast of the
gun combined with what | can only
describe as utter fear, gave way and |
found myself sprawled on the ground
with the soldier now standing at my
side and pointing hisrifle at my head.

“Giveyour ID,” yelled the sol dier
in Hebrew.

Helpless, | gavethe soldier my ID
card and then watched as he grabbed
it from my hand and in amost intimi-
dating manner, began to stare at the
photograph in the top left-hand cor-
ner and then at my face, going back-
wards and forwards from one to the
other as if to satisfy himself that the
picture was realy mine. Next came
my details: my name, my place of resi-
dence, my religion, and my national-
ity.

Having realized, finally, that |
lived in the immediate areaand that |
was not a ‘threat’, the soldier threw
the ID at me and demanded to know,
“Didn’t you hear me ordering you to

stop?’ to which | replied that | had
thought he was calling someone else.
Hestared at mefor afew secondsand
then said, “This time, | forgive you,
but if you ever ignore meagain, | will
kill you”.

Then, almost as an afterthought,
the soldier added, “You know, | re-
aly need to ask you something. The
sound of the gun scared you so much
that you fell to the ground, almost as
if you had never been exposed to gun-
fire. Your friends, on the other hand,
are oblivious to the threat posed by
gunsand arefar more concerned with
finding the next stone to throw. It
seems to me that you are new here,
right?’

With no other choice, | answered.
“No, | wasborn here and lived through
the first Intifada, but | always stuck
closeto my mother and asfar as| can
remember, | was only exposed to the
sound of shooting on two occasions,
and even then, with my mother at my
side. Perhaps that's what makes me
so different. My mother would always
protect me by hiding me somewhere
where the firing of the bullets that
were killing my people couldn’t be
heard. | grew up in an environment
characterized by peace and safety and
thisisthefirsttimeinmy lifethat I've
been exposed to shooting alone; that's
why | was so scared when you started
to shoot.”

Thesoldier gave meacertainkind
of look, one that | couldn’t identify,
and then, pointing in the direction of
my building, said, “Anyways, it'sthe
first timel meet someonelike you and
I’'m glad to have met you. Now go
home.”

After the soldier let me go, my
thoughts kept returning not to what
could have happened, but to what had
actually happened and to our some-
what disturbing conversation. | had
always believed that it was impossi-
ble to communicate with soldiers
sincethey are programmed tokill, not
to reason and discuss, and thiswasthe
first time that one of them had spo-
ken to me - or, for all | know, to any
other Palestinian - in suchaway. | then
wondered, could it be that communi-
cation, communication other than that
characterized by the throwing of
stones and the firing of bullets, be-
tween ‘us and ‘them’ ispossible?And
you know what? I’ m still wondering
the same thing.

Have you ever really thought?

Iman Sharabati
Al-Nizamieh School
Jerusalem

| saw him pointing hisgun at some
children who were standing in front of
him. | don’'t know how | dared to ap-
proach him and start speaking, but |
do remember thinking that although he
represented a monster in the minds of
Palestinians, even as a monster, he
would surely haveabrain and atongue
with which he could talk to me...

| started by asking him, “Do you
ever stop to think why | want to live?
Why | don’t want to die? Why |
shouldn’t have to die? Have you ever
really thought about what it means to
take ahuman life? We don’t get to de-
cide when we are born and in the vast
majority of cases, we don’t get to de-
cide when we die, but al of us decide
how to live the short period between

our birth and death. You tell me, then,
how did you come to the decision to
spend your life trying to curtail the
lives of others?’

The soldier appeared very sur-
prised. Thinking he couldn’t under-
stand English, | was not expecting an
answer, so | wasastonished to hear him
reply by asking me, “And who is it,
exactly, that’sresponsiblefor your lives
being taken away from you?’ |
laughed. He obviously wasn't prepared
to listen. Then, seeing me turn away,
he added, “Wait! Listen! Do you think
I’m doing this job because | likeit? 1
don’'t have a choice. It's my duty to
protect my country.”

“Can’'t you protect it without cag-
ing us in like animals and preventing
us from living normal lives?’ | asked
him, adding, “ Surely, you, abig | sragli
soldier, can protect it without killing

innocent children!”

The soldier stared at me for some
time before replying. “The situation
won't be like this forever”, he said,
finaly. “One day, one day soon, we'll
take a big step towards peace.”

A second later, the solder started
shouting at some children who were
approaching the place where he was
standing. | wondered then about the
kind of peacethat would make mefeel
free again after thousands, if not mil-
lions of bullets had shattered the im-
age of anormal lifethat |, along with
thousands of other Palestinian chil-
dren, once held dear.

One thing is for sure. We will
never know peace until the govern-
ments of the world dare to condemn
those who claim to extend one hand
in peace whilst pulling atrigger with
the fingers of the other.

Dancing in the Moonlight

LinaMusleh
Roman Catholic School
Beit Sahour

Theday istouching the night, and
as the wind flirts with the leaves on
thetrees, the darkness of the night be-
gins to whisper to the shining moon.
Meanwhile, the girl sits on the beach,
saying goodbye to the threads of the
sun just beforethey sleep in thelap of
the sea, and even when they are fast
asleep, she remains there, witnessing
nothing, and singing along with the
music of the air.

But look, the girl is singing with
tearsin her eyes and a candle in her
heart. Between her hands, she holdsa
novel, ‘ The Peace of the Braves', and
every now and then, she holdsit to her
chest. She sings for ages...for peace,
for love, for the sea...and then, in her

imagination, she is dancing in the
moonlight to the music being played
by the waves and stars.... She dances,
and dances, trying to forget her pain,
with the wind as her partner...

Once again, she finds herself star-
ing at the shore of sadness, surrounded
by painful memories, memories so
painful that she feels like smashing
them into pieces and cramming them
into ‘jars of forgetting’ . But of course,
she is unable to crush them, and in-
stead, heremains, therein front of her,
between the sea and the sky, and all
she can do is to appeal to him, with
eyesfilled with tears, to help her tofind
asolution to her misery. Suddenly, the
seaturnsred and it's almost asiif it is
crying with her, asif it's shedding bit-
ter tears for the flame of love that has
been so brutally extinguished, for the
flame of peace that is so often unable
toresist thewinds of war, for theinno-
cence of the‘ children of rocks', for all
those whose tears will never stop...

She kneels on her knees and bur-
iesher head in her handsas sheremem-
bers the young men who fought injus-
tice, removing the bars of their cells
whilst fighting the wind and making
history. They resisted, no matter how
difficult, thedreamin their hearts con-
stantly urging them on...But then, one
night, the shadow of death approached
them and stabbed them with its dag-

ger, which settled in their hearts and
caused the waters of the sea to turn
red.

As night passes midnight and the
wind begins preparing to wel comethe
dew, the girls looks up at the star-
jeweled sky, but wait, those aren’t
stars, they are bombs! With no other
choice, she watches in horror as the
bombs begin to fall, while the stars,
being as helpless as she is, do noth-
ing...
Flares fill the sky, as if showing
the martyrs the way to heaven...But
then the shelling stops, and the girl is
no longer singing or dancing; instead,
sheis cursing the smell of the black,
slimy rock over which her body isnow
draped... Littledid sheknow that when
shefell asleep on the shore, shewould
never awaken. Not for her the knowl-
edge that she would sleep with tears
in her eyes and a candle in her heart,
only to find herself, just a few hours
later, in acoffin, acoffin drapedinred,
white, black and green, the pages of
her novel torninto piecesand scattered
by the wind...

Like the girl in the story, | am
afraid, yet still | say to those who con-
tinueto occupy us...wewill never sur-
render; we will continue to resist un-
til it isyou who sit and cry, and when
you do, we will rise and dance, all of
us, in the moonlight...
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An Overview of an Internet

By: Nasir Hammad
Pro-Tech Informa-
tion system

completely safefrom ex-

ternal threats, think
again. Consider this; a gov-
ernment study found that the
computersof the Pentagonin
the United States are attacked
by hackers some 250,000
times a year, and that ap-
proximately 160,000 of those
timesthe attacks are success-
ful. In the successful attacks,
data and software are read,
stolen, modified, or de-
stroyed.

Intranets are vulnerable
because of the openness of
Internet technology. Look at
it thisway; the samedoor that
lets people inside an intranet
go out onto the Internet to get
information also lets intrud-
ersfromthelnternet into your
intranet. Computer viruses
can be brought in to the
intranet with an innocent
looking program picked up
on the Internet and can then
infect other computersonthe
intranet, damaging millions
of dollars worth of hardware
and software.

There are ways to com-
bat these problems. Any
intranet needsto haveacom-
prehensive security systemin
place. In addition to consid-
ering the nature of thethreats
that require defensive meas-
ures, you must evaluate fac-

I f you think that you are

www.freeway.net
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Security System

tors such asthe size
of the intranet
and/or company.

time, sothe
system ;'
needs to be i
constantly
monitored
and  up-
dated.
Se \\J
curity sys- Jl
temsarege- '
nerically referred to as
firewalls. Firewalls are hard-
ware/software combinations
that allow people from inside
an intranet to access data on
the Internet, but keep intrud-
ers from getting onto the
intranet. In fact, firewalls are
only onepart of acomprehen-
sive intranet security system.
Routers play amajor role
infirewalls, and areimportant
in any security system. Rout-
ers constitute the technology
that allows people on the
intranet to connect to the
Internet whilst allowing data
from the Internet reach users
on the intranet. Because all
data going to and from the
Internet passes through rout-
ers, they arealogical placeto
put security measures. A vari-
ety of security measures can
be used in concert with rout-
ers. The primary oneiscalled
filtering and is accomplished
by filtering routs. What they
doisquitesimple; they exam-
ine every packet coming into
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and going out of an
intranet. Based on a
set of rules that a
__system adminis-
trator hasestab-
lished, the
router will let
some pack-
etsin and
will

oth-
ersout.

Proxy servers have be-
come ancther important tool
in the fight for intranet secu-
rity. They alow people on an
intranet to get the Internet re-
sources, but they act asakind
of go-between. In asystem set
up with a proxy server, this
processcan beinvisibleto the
user making the request. The
proxy server evaluates the re-
quest against an authorization
database, and if the request is
acceptable, the proxy contacts
the Internet. The returning
page aso passes through the
proxy server fromthe Internet
and passesit to the personwho
regquested it. In this way, the
proxy server can kegp arecord
of al transactions and make
it possible to track any kind
of attack. Additionally, the
proxy server can be used asa
way to keep the intranet
shielded from the Internet be-
cause the only |P address go-
ing out to the Internet is that
of the proxy server, so anyone
trying to capture | P addresses
for a spoofing attack will be
unable to see the originating
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IP addresses.

Another kind of server
important for intranet security
is a bastion server. A bastion
server isconfigured especially
toresist attacks. Frequently, it
isput onitsown sub network,
known as a perimeter net-
work. That way, if the bastion
server is attacked and broken
into, the intranet is still
shielded; the only part com-
promised isthe bastion server.

Thereis software that can
block users from accessing
objectionable sites, such as
sites with violent or sexual
content. On the intranet, a
server-based software that
does this examines outgoing
requests, such as the URL
name and words contained in
the header of thefile. The soft-
ware has a database of objec-
tionable URLSs or objection-
able words and if it is not
happy with a particular re-
quest, it will not allow it to be
sent. It will aso inform the
user that the site is blocked.

Traffic monitoring is aso
used to maintain a secure
intranet. This software sitson
aserver, and monitorsall traf-
fic between the Internet and
the intranet. It can also moni-
tor al traffic on the intranet
itsalf. Theintranet administra-
tor can set rules and decide
what kind of traffic to track.
The nature of thetrafficisthe
area of concern when trying
toassureyourself that only au-
thorized usersand servicesare
involved.
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By: LotteBoot / TheNetherlands
& Heilke Kratt/ Germany

irst a deep trench followed
Fby a ‘delaying’ fence, then
a strip of sand, a so-called
‘dusty road’, for revealing foot-
prints. After that, two other roads
for heavy military vehicles such as
tanks, and on all sides, high obser-
vation posts for a perfect view of
the area below. And of course, let
us not forget the ‘smart wall’ with
the advanced electronic detection
and alarm systems in the middle.
Some people cal it a fence.
Others say it reminds them of the
impressive border between Israel
and Jordan, while afew even com-
pare it to the Berlin Wall. All are
referring to the latest project of the
Israeli Government: awall designed
to divide Isragl and the Palestinian
territories in a way that for years
was unimaginable.

In June 2002, the Israeli Gov-
ernment approved aplan to build a
‘security wall’. The wall was pro-
jected to runthefull 360-km length
of theWest Bank from Salem, avil-
lage west of Jenin, to the Hebron
areain the South. Two months|ater
thefinal decision wastaken to start
implementing Phase A of the
project, which coversthree particu-
lar ‘hot spots': thefirst next to Um
Al-Fahm, the second next to
Tulkarem and Qalgilya, and the
third around Jerusalem (the so-
called ‘Jerusalem Envelope’). As
thingsstand at present, thework for
PhaseA issupposedtofinishin July
2003.

“No one knows what will hap-
pen after this phase is completed,”
says Muhammad Dahleh, alawyer
who represents some 50 Palestin-
ian families and four local govern-
ments in the Jerusalem area which
are currently protesting against the
building of the wall on their lands.
“1 don’t even believe that there are
that many on the Israeli side who
know in detail what thiswall isall
about.” And the Palegtinians?“ They
aren’t being informed, of course,
but their instincts are good; they can
‘smell’ what’s going on.”

Dahlehisoneof six lawyersin-
volved infighting PhaseA. Accord-
ing to Dahleh, the ‘Jerusalem En-
velope' is* morethan the border be-
tween Jordan and Isragl”, a clam
that he makeswith confidence hav-
ing spent considerable time going
over the maps hereceived - through
the court - from the Israeli army;
maps which show a border-like se-
curity system running 97 kilometers
around Jerusalem, with an average
width of 70 meters. So far, the Is-
raeli army has seized plots of land
sufficient for building 20 kilometers

{ieing We

of the wall around Jerusalem, and
Dahlehis currently negotiating with
the Israeli army and government in
a bid to convince them to move the
wall closer to Israeli areasof land in
order to save more of the Palestinian
territories. All he can do, he says, is
to try to limit the conseguences for
the Palestinians living near thewall.
He knows he cannot stop the wall
from being built. “ They want to build
it, so they will build it.”

Theofficia purpose of thedivid-
ingwall is, accordingto Israel,
that is, to secure the Israeli
population from terrorist at-
tacks. Dahleh and human
rights organizations suspect,
however, that the wall is far
morethanjust asecurity meas-
ure. By calling the wall sur-
rounding Jerusalem the ‘ Jeru-
salem Envelope’, Isragli offi-
cials avoid mentioning the
term‘GreenLine', whichusually de-
scribes the division between Israel
and the Palestinian territoriesin the
West Bank. Thereason lies, accord-
ingto Dahleh, inthefact that thewall
is not being built on the Green Line
around Jerusalem but far beyond it.
The lawyer, like many others, sus-
pects that the wall is just an excuse
for confiscating more Palestinian
land so that it can then be cultivated
and prepared for Israeli settlements
and industries.

The building of thewall is aso,
according to Dahleh, a way for the
Israelis to make sure that the Pales-
tinian people will be unable to ex-
pand their cities and villages to the
West. Dahleh’s suspicions are based
on the fact that the wall is not being
built in a straight line, but in mean-
dering curves, the apparent aim be-
ing to confiscate as much Palestin-

ian land as possible. Furthermore, at
some locations it is due to be built
provocatively close to Palestinian
houses, and many of Dahleh’sclients
will have the dubious pleasure of liv-
ing next tothewall that cuts off their
houses from land they would other-
wise be able to cultivate or use to
expand their local neighborhood.
“The wall runs like water,” said
Dahleh. “Wherever thereisahoale, it
leaksin. Thirty thousand peopleliv-
ing between Bait Hanina and

For the Palestinians the
wall represents just an-
other effort on the part of
Israel to create facts on

the ground

Qaandia, for instance, are now part
of Greater Jerusalem, but by next
year, will find themselves suddenly
living on the other side of the wall”

Similar problems arise in the
Tulkarem and Qalqilya area. The
Palestinian human rights organiza-
tion LAW callsthe project an * apart-
heid wall’ and says that it will de-
prive the Palestinians of huge areas
of their most fertile agricultural land
and their most precious water re-
sources. Says LAW: “Qalgilya and
its surrounding areas are considered
the fruit basket of Palestine [...].
Underneath Qalqilya lies the West-
ern aguifer system, providing 51%
of the West Bank’s water resources.
Thiswill beillegally confiscated and
annexed, along with 14 water wells
in the city providing some 30% of
the city’s water resources.” In addi-
tion illegally built settlements close

to Qalgilya such as Alfe Menashe,
Tsufim, and Oranit are supposed to
be annexed to Israel proper, accord-
ing to LAW.

For the Palestiniansthewall rep-
resentsjust another effort on the part
of Isradl to createfactson theground,
to destroy theideaof East-Jerusalem
asthe capital of Palestine, and to se-
cure even greater control over their
lives. For thelsraeli Government, on
the other hand, the wall is an appro-
priate reaction to the security threat
posed by Palestinian suicide
bombers and other types of
terrorists. The shining exam-
pleis Gaza where “the fence
has provento bevery success-
ful”, according to Daniel Sea-
man, head of the Israeli gov-
ernmental press office. Ac-
cording to Seaman the prob-
lem liesentirely onthe Pales-
tinian side: “ They should be-
come responsible and stop the terror
fromamong their own ranks” Hein-
siststhat Israel continuesto stand be-
hind Oslo and thus “the fenceis not
apermanent measure. It'sanon-vio-
lent measure against Palestinian ter-
ror. Oncethereisnoterror, therewill
be no need for afenceto prevent it”.

There are other voices being
raised from among the Isragli civil
society. Gush Shalom, aleftist Isragli
NGO, placed anoticein Ha aretz ti-
tled‘ Theevil fence’, which basicaly
accuses the Israeli Government of
lying to its own citizens. “They
promise us that the fence will bring
security and freedom,” reads the no-
tice. “The truth is that to the east of
the fence the occupation will con-
tinue, the settlements will multiply,
and the suppression will become
worse - thisin turn will lead to more
resistance, more hatred, and more

attacks” Meanwhile, Dahleh ar-
guesthat most I sraelisneed thewall
asapsychological tranquillizer and
says, “ Thelsraeli Government uses
the project as ‘Hakamol’, a ‘na-
tional pill’ to cure the national fear
among it’s citizens of suicide at-
tacks.”

In Europe, alarge number of of-
ficialsarestrongly condemning the
building of thewall. The European
Commission representative to the
West Bank and Gaza Jean Breteche
said the following whilst talking
about the problems that will arise
when the wall is built as planned:
“We have historical examples that
prove that walls are not long-term
solutions for conflicts. Thewall in
Israel will create more tension
rather than stop the violence” He
also doesn’t agree with Seaman: “ It
seemsthat I srael does not abide by
the Oslo Accords anymore espe-
cialy since the wall is not built
along the Green Line but cutsinto
Palestinian territory.” The repre-
sentative of Germany in the Pales-
tinian territories, Andreas Reincke
agrees: “We have protested against
it because this wall represents the
compl ete opposite of what we want
to achieve. It will demolish Pales-
tinian lands and it will have ahuge
effect on the everyday life of Pal-
estinians”

It should be mentioned at this
point that amidst the outcry con-
cerning the building of the wall, a
few optimistic voices have been
heard; the voices of those who be-
lieve that the building of the wall
could have positive implicationsin
the long run. Dani Ben Simon, a
journalist for Ha aretz said thefol-
lowing to agroup of young foreign
and Palestinian journalists, who
were hosted by PYALARA as part
of its* Journalism across Boundries
exchange program. “This wall
seemsto be more of adivorce than
amarriage. Politically, however, it
could certainly work to the Pales-
tinians' advantage, It'snot just ase-
curity wall. It's a political wall as
well.”

Muhammad Dahleh does not
agree that the wall could possibly
represent a blessing for the Pales-
tinian people: “The completion of
thewall will mark the end of Pales-
tinian society” said Dahleh. “Inthe
Jerusalem area, for instance, the
Pal estinian neighborhoodswill turn
into slums, hidden from the Israe-
lis living on the other side of the
wall. Moreover, there will be even
more different types of IDs than
there are now and both the popula
tion and territorieswill be separated
much more than they are at
present.” Hisconclusionisof anen-
tirely pessimistic nature. “Put sim-
ply,” hesays, “it will beadisaster”.
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